NMHOPOPMALIMOHHAA NAMATKA OJ1A OBYYAIOLUNXCA ANnA PASMELLEHUA HA
OPULUNATIbHBIX MHTEPHET-PECYPCAX

C kaxablM rojoM MOMNOAEXMN B UHTEPHETE CTAHOBUTBLCA BOMblUe, a LUKOMBbHUKA OOHU U3 CaMbiX aKTUBHbIX
nonb3oBatenen PyHeTa. Mexay TemM, MOMUMO OFPOMHOrO KONMYeCTBa BO3MOXHOCTEN, MHTEPHET HECET U
npobnemsbl. 3Ta NnamaTKka 4OMKHa NOMOYb Tebe 6Ge3onacHO HaxoaUTbCs B CETH.

KoMnbloTepHble BUPYChI

KomnbloTEpPHbIN BUPYC — 3TO Pa3HOBUOHOCTb KOMMbIOTEPHbIX MPOrpaMMm, OTIINYMTENIbHOM OCOOEHHOCTbIO
KOTOPOM ABMNSETCS CMNOCOOHOCTb K pa3MHOXEHMI0. B gononHeHne K aTomy, BUPYCbl MOTYT NOBPEAUTb UMK
NMONMHOCTBIO YHUUTOXUTb BCe hannbl U AaHHble, MOAKOHTPOSbHbIE NOMNb30BaATENO, OT UMEHU KOTOPOro
Oblna 3anyLleHa 3apa)keHHas nporpamMmma, a Takke NoBpeanTb UMK AaXe YHUUYTOXUTb ONepaunoOHHYO
cucTemy co Bcemu chamnamu B uernom. B 6onblUMHCTBE CnyvyaeB pacnpoCTPaHsItoTCS BUPYChl Yepes
WHTEpPHET.

MeToabl 3aLmTbl OT BPEAOHOCHbIX MPOrpaMMm:

1. V|CI'IOJ'Ib3yIZ COBpEMEHHbIE onepaunoHHble CUCTEMbI, UMELLIne CeprSHbIIZ YPOBEHb 3aLllnTbl OT
BPEOOHOCHbIX NnporpamMmm;

2. MocTosiHHO ycTaHaBnmMBaii Nadty (LM pOoBbIE 3annaTku, KOTOpble aBTOMaTUYECKM YyCTaHaBMBAIOTCS C
Lenbto AopaboTKM Nporpammebl) U Apyrme oB6HOBIIEHNS CBOE onepaLnoHHON cucTeMbl. CkaumBait ux
TOJbKO ¢ odhuLManbHoro canta paspabotymka OC. Ecnv cylecTByeT pexkum aBToMaTUYecKoro
OBHOBIEHNS, BKIOYM Er0;

3. PaboTai Ha cBoeM KOMMNbOTEPE NOA4 NpaBaMu nosfib3oBaTtesid, a He aaMUHUCTpaTopa. 3710 He
no3BOJINT 6OJ'IbLLII/IHCTBy BPEOOHOCHbLIX NporpamMmm NHCTarnMpoBaTbCA Ha TBOEM NMEPCOHAIIbHOM
KOMMNbHOTEPE,

4. Vicnonb3yi aHTUBUPYCHbIE NPOorpaMmHble NPoaYKTbl M3BECTHbIX NMPOM3BOAMTENEN, C aBTOMATUYECKUM
obHoBReHnem 6as;

5. OrpaHuyb hunanyecknin 4OCTYN K KOMMbOTEPY A1 MOCTOPOHHUX NNLL;

6. Vicnonbayi BHeLIHMe HocUTeNn nHdopMaLmm, Takme Kak dreLuka, guck unu dann n3 nHTepHeTa,
TOSbKO M3 NPOBEPEHHbIX NCTOYHMKOB;

7. He oTkpbIBan KOMMbIOTEPHbIE dasbl, NOMyYeHHbIE U3 HEHaOEXHbIX UCTOYHUKOB. [laxe Te dhannsl,
KOTOpble npucnan TBOM 3HaKkoMbll. Jlyylle yTo4YHM y Hero, oTnpaBnsas fim oH Tebe nx.

Cetn WI-FI

Wi-Fi — aT0 He BMA nepefayn AaHHbIX, He TEXHONOIWS, a BCcero nuwb 6peHa, Mapka. Ewe B 1991 rogy
Huaepnanackas komnaHus 3apermuctpupoana 6peHg «WECA», 4To 0603Ha4ano crnoBocoveTaHue
«Wireless Fidelity», koTopbIli nepeBogmnTCA Kak «6ecnpoBogHas TOYHOCTbY.

[o Hawero BpemeHu goluna gpyrasi abbpeBunatypa, kKoTopas SBnsieTCsi TAakoW e TexHornormen. 31o
abbpesunatypa «Wi-Fi». Takoe HazBaHWe ObINO JaHO C HAMEKOM Ha CTaHAapT BbICLUEN 3BYKOBOW TEXHUKU
Hi-Fi, yTo B nepeBoge 03Ha4yaeT «BblCOKas TOYHOCTbY.

[a, 6ecnnaTtHbIi MHTEPHET-JOCTYN B Kade, OTENSAX 1 adpornopTax ABnAeTCs OTANYHON BO3MOXHOCTbLIO
BbIXOJda B MHTEpHEeT. Ho MHOrne akcnepTbl cunTatoT, 4To oblweaoctynHele Wi-Fi ceTn He siBnsitoTcs
6e3onacHbiMu.

CoBeTbl N0 6e3onacHOCTM paboTbl B 06LeaoCcTynHbIX ceTax Wi-fi:

1. He nepepaBan cBo Nu4Hyo nHgopmauuio Yepes obuenoctynHole Wi-Fi ceTn. PaboTtas B HuX,
XenaternbHO He BBOOUTb Naposin JOCTYNa, JIOTMHbI U KaKne-To HoMepa;

2. Vicnonb3yi 1 oGHOBNAK aHTUBMPYCHbIE Nporpammbl 1 GpaHamMayep. Tem caMbiM Tbl 06e3onacullb
cebs 0T 3aKkayky BUpYyca Ha TBOE YCTPOMCTBO;

3. Mpu ncnonbzosaHum Wi-Fi oTkntoum dyHkumio «O6LLmMin JocTyn K harnnam u npuHtepamy. [JaHHas
PYHKLMSA 3aKpbiTa MO YMONYaHUI0, OLHAKO HEKOTOPLIE MONb30BaTENN aKTUBMPYIOT ee Ans yaobcTea
1cnonb3oBaHus B paboTte unu yvebe;

4. He ncnone3yn nyénuynein WI-FI ans nepegayv nuyHbIX AaHHbIX, HANpUMeEp ANs BbiIXxoda B
coumarnbHble CETU UMW B 3NEKTPOHHYHO MOYTY;



5. Micnonb3yi ToNbKO 3awuLleHHoe coeanHeHmne Yepe3 HTTPS, a He HTTP, T.e. npu Habope Be6-agpeca
BBOAM MMEHHO «https://»;

6. B mobunbHoM TenedoHe otkntoun pyHkumo «MoakntoveHne k Wi-Fi aBTomaTudeckn». He gonyckan
aBTOMaTUYECKOro NOAKMYeHns yctponcTaa k cetam Wi-Fi 6e3 TBoero cornacus.

CouunanbHble ceTu

CoumanbHble CETU aKTUBHO BXOAAT B HALLY XWU3Hb, MHOTME Moan paboTaloT M KMBYT TaMm NOCTOSIHHO, a B
Facebook yxe 3apeructpupoBaH munnuaps YenoBek, YTo ABNAeTCS O4HOM CeqbMOW BCEX XUTENEN
nnaHeTbl. MHOrMe nonb3oBaTenu He MOHMMALOT, YTO MHOPMAaLUUS, pa3MeLLEHHas MU B CoLMarbHbIX
ceTsX, MOXeT OblTb HareHa U UCNOoNb30BaHa KeEM YrogHo, B TOM Yucrne He obs3aTtenbHo ¢ 6narumum
HamMepeHnsIMu.

OcCHOBHble COBETbI MO 6€30MacHOCTU B coLMaribHbIX CETAX:
1. OrpaHnyb CNncok apyseit. Y 1ebs B Apy3bsix He JOIHKHO OblTb CrydYaiHbIX U HE3HAKOMbIX JOAEN;

2. 3awumiar cBO YacTHYHO XU3Hb. He ykasbiBaw naponu, TenedoHsl, agpeca, 4aTy TBOEro POXAEHUS U
OPYTYH NMYHY0 MHOpMaLUMo. 3NoyMbILUNIEHHUKMA MOTYT UCMONb30BaTh AaXe MHOPMaLMo O TOM, Kak
Tbl U TBOM POAMTENM NNIAHUPYETE NPOBECTU KAHUKYIbI;

3. 3awuwwar cBot penyTauuio — epXn ee B YACTOTE 1 3agaBain cebe Bonpoc: xoten Obl Tbl, YTOObI
Apyrve nonb3oBaTenu BUAENM, YTO Thbl 3arpyxaelusb? [Nogyman, npexage Yyem 4To-To onybnvkosaTb,
HanucaTb U 3arpy3unThb;

4. Ecnu Tbl roBOpULLb C NMIOAbMU, KOTOPbIX HE 3HAELLb, HEe UCMOSb3yi CBOE pearnbHOe UMS U APYryo
NIMYHYI0 MHCPOPMALMN: UMS, MECTO XUTENbCTBA, MECTO y4ebbl 1 npoyee;

5. M3beran pasmelyennsa gotorpacuii B IHTepHeTe, rae Tbl nsobpaxkeH Ha MECTHOCTU, MO KOTOPOM
MOXHO ONpeaenuTb TBOE MECTOMONOXEHNE;

6. MNpwn perucTpaunm B coumnanbHOM ceTn HeobXxoaMMO UCMONb30BaTb CIIOXHbIE Maposnu, COCTOALNE U3
OyKB 1 UMP 1 C KONMYECTBOM 3HAKOB He MeHee 8;

7. nga coumanbHOM ceTu, NoYThbl U apyrmx canToB Heo6Xxo0a4MMO MCMOoNb30BaThb pa3Hble NMaposn. Torga
ecnu Tebs B3nomatoT, TO 3ITI0YMbILLUJTIEHHUKN NoJ1ydaT AOCTYN TOJIbKO K OAHOMY MECTY, a He BO BCE Cpagdy.

OneKTpPOHHbIe AeHbIM

ONEKTPOHHbIE AeHbMN — 3TO OYeHb YA0OHbIN crnocob nnaTtexen, oAHaKo CyLLEeCTBYIOT MOLLEHHUKM,
KOTOpbI€ XOTST NOMAYYUTb 3TN AEHbIN.

eﬂeKTpOHHI:Ie OEHbIM NoABUINNCb COBCEM HeJaBHO N UMEHHO M13-3a 3TOro BO MHOIMX rocygapcrteax go
CUX Nop He NponnucaHo Npo HMX B 3aKOHaxX.

B Poccun ke oHM yHKLMOHUPYIOT U O HUX Y»Ke MPOonmncaHo B 3aKOHe, FAe UX pasfaensioT Ha HECKONbKO
BUAOB — aHOHUMHbIE€ U He aHOHUMHbIe. PasHuua B TOM, YTO aHOHUMHbIE — 3TO Te, B KOTOPbIX
paspeluaeTcs NPoBoAUTL onepauny 6e3 naeHTndmukaLmm nonbL3oBaTesns, a B HeaHOHUMHbIX
naeHTudrKauns nonb3oBaTens SABMAsSeTcs 06s3aTeNnbHON.

Takke crniegyeT pa3nuyatb 3MeKTPOHHble ouaTHble AeHbIM (PaBHbI rOCYAapPCTBEHHbIM BarnoTaMm) u
SMNEKTPOHHblE HemaTHbIe AEHbIN (HE paBHbl FOCYAApPCTBEHHBIM BantoTam).

OcCHOBHble coBeTbI N0 Ge3onacHom pa60Te C 3J1IEKTPOHHbIMU AE€HbraMu:

1. MpuBsKM K cHeTY MOBUNMBHBLIN TeNedOoH. OTO caMblil yA0OHbIN 1 BLICTPLIN CNOCOO BOCCTAHOBUTL
JocTyn K cyeTy. MNpuBasaHHbIi TenedoH NOMOoXeT, ecnv 3abyaellb CBOM NNAaTEXHbIN Naposb Unm
3angellb Ha CanT C HE3HAKOMOro YCTPOWCTBA;

2. I/Icnonb3y|7| OQHOpPa30BbIE NAapoJin. Mocne nepexona Ha yCUIrieHHy aBTopur3auunto Tebe yXe He 6yp,eT
yrpoxatb OMacHOCTb KpaXXun Ui nepexearta niaTteXxHoro naponsd;

3. Beibepwu cnoxHbin napone. MNpecTtynHykam 6yaeT He NpOCTO yragaTh CNOXHbIV Naponb. HagexHble
naponn — 3TO Naponu, KOTopble CoAepKaT He MeHee 8 3HaKOB 1 BKIIOYAKT B ce6S CTPOYHbIE 1
nponucHble OykBbl, LMpbl 1 HECKOMbKO CUMBOMOB, TaK1e Kak 3HaK gonnapa, yHTa, BOCKNULaTeNbHbIN
3Hak u T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOW JIMYHbIE JaHHbIEe HA canlTax, KOTOPbIM HE AOBepseLlb.

aneKTpOH HadA no4yTta



OneKkTpoHHas noyTa — 3TO TEXHOSIOMUSA U NPedOCTaBMseMble et YCIYTi Mo NepechIsike ¥ NMony4YeHuto
3MEKTPOHHbIX COOBLLEHNIA, KOTOPbIE pacripeaensoTcsl B KOMMboTEPHON ceTh. OBbIYHO 3MEKTPOHHbIN
MOYTOBBI AWK BBIFNAAWUT crieaytoLmm o6pa3oM: UMs_rnonb3oBaTens@vmMsi_aoMeHa. Takke kpome
nepenayy NpocToro TekcTa, MMeeTcss BO3MOXHOCTb Nepefasatb daisbl.

OcHoBHble coBeTbl N0 Be3onacHon paboTe ¢ 3NeKTPOHHON NOYTON:

1. Hapo BbibpaTb NpaBunbHbIN NOYTOBLIN CepBUC. B MHTEpHETE eCTb OrpOMHbIN BbIOOP GecnnaTHbIX
NMOYTOBbIX CEPBMCOB, OAHAKO fy4lle JOBEPSTb TEM, KOrO 3Haellb 1 KTO NEPBLIN B PEUTUHTE;

2. He ykasblBay B NIMYHONM NOYTE NNYHYIO MHAopMauuto. Hanpumep, nydwe Bbibpatb
«My3blKanbHbIN_aHaT@» unu «pok2013» BMecTo «Temal3d»;

3. Vicnonb3yin AByxaTanHyto aBTopm3aLmio. OTO Korga NoMMMO Naporist HYXHO BBOAWUTb KO,
npucbinaembii no SMS;

4. Bbibepu cnoxHbIn naponb. [ns KaXaoro No4TOBOro slMKka JOIMKeH ObiTb CBON HAOEXHbIN,
YCTOMYMBBIN K B31IOMY Naposib;

5. Ecnu ecTb BO3MOXHOCTb HanucaTtb camMmomy CBOW NUYHbIN BOMnpocC, VICHOHbSyVI 3TY BO3MOXXHOCTb,

6. Micnonb3yit HECKOMbKO NMOYTOBBIX ALWMKOB. [1epBbIn ANA YacTHOW Nepenncky ¢ agpecataMmu, KOTOpbiM
Thbl AOBepsiellb. DTO ANEKTPOHHbIV agpec He Hago MCMONb30BaTh MPU perncTpaumm Ha oopymax u
canrax;

7. He oTkpbiBan havinbl 1 gpyrve BNOXEHWUS B MMCbMaXx, AaxXe eCriv OHW NPULN OT TBOUX OPY3en.
Jlydwe yTouHn y HMX, OTNpaBnsany fim oHn Tebe atn danneol;

8. MNocne okoH4YaHust paboTbl Ha NOYTOBOM CepBUCe Nepen 3akpbiTUeM BKNagkM ¢ canToM He 3abyab
HaxaTb Ha «BbInTn».

KnbepOynnuHr unu BupTtyanbHoe usaeBateribCTBO

Kn6epbynnuHr — npecriefoBaHne CooGLLEHMSIMM, COAEPXKALLMMU OCKOPGIEHNS, arpeccuto,
3anyrvBaHve; XynuraHcTBo; colmarnbHoe GOMKOTMPOBaHME C NMOMOLLbI0 PasfnYHbIX MHTEPHET-CepPBUCOB.

OcHoBHble coBeTbl N0 6opbbe ¢ knbepbynnnHrom:

1. He 6pocancs B 6on. Jlyuwnin cnocob: nocoBeToBaTbCs Kak cebst BECTU U, ECIIN HET TOrO, K KOMY
MOXHO 06paTUTLCS, TO BHa4Yarne ycrnokontbesi. ECnm Tbl HayHelwb oTBeYaTb OCKOPOIeHNs MY Ha
OCKOpOeHUs, TO TOMbKO eLle Gonblie pas3oxKellb KOH(INKT;

2. YnpaBnsn cBoen knbeppenytauven;
3. AHOHMMHOCTb B ceT! MHUMas. CyLLecTBYOT Cnocobbl BbISCHUTb, KTO CTOMT 3@ @HOHUMHbIM aKKayHTOM;

4. He cToUT BECTU XYyNUTaHCKNA 0Opa3 BUPTYyarbHOW XM3HW. VIHTEpPHET dmKcupyeT Bce TBOU OENCTBUS U
COXpaHseT ux. YoanuTb ux OyaeT KpanHe 3aTpyaHUTENBHO;

5. Cobniogan cBow BMPTYyarbHYH YeCTb CMOSOAY;

6. irHopupyn eanHnyHbIN Heratyue. OgHOPa3oBblie 0CKOPOUTENbHbBIE COOBLLEHNS TyYLle NTHOPUPOBAaTb.
OGbIYHO arpeccusi NpekpallaeTcs Ha HayanbHOM CTaauu;

7. BaH arpeccopa. B nporpammax o6mMeHa MrHOBEHHbIMY COOBLLIEHUSIMU, B COLMANbHbIX CETSX €CTb
BO3MOXHOCTb BJIOKMPOBKM OTMNPaBKM COOBLLEHNIA C OnpeaeneHHbIX agpecos;

8. Ecnu Tl cBMnaeTens |<|/|6ep6ynn|/|Hra. Tsou gencrTeus: BbICTYNUTb NPOTUB NnpecnenoBarend, NnokasaTb
eMy, 4YTO ero OEencTBMs OLEHMBAKOTCSA HEraTUBHO, nogaepXatb XepTsy, KOTOpOIZ HY>XHa ncmxorsriorn4eckas
NMOMOLLIb, COOOLWUTL B3pPOC/ibIM O C*)aKTe arpeccmBHOro noeegeHnsa B CeTu.

Mo6unbHbIN TenegoH

CoBpeMeHHble cMapTdOHb! U NNaHLweTbl cogepxat B cebGe BrorHe B3pocblii ddyHKLUMOHAN, U Tenepb
OHM MOTYT KOHKYpMpPOBaTb CO CTalMoHapHbIMU KoMnbloTepamu. OfHako, cpeacTB 3alyThl AMs NOA0GHbIX
YCTPOWCTB Moka 04YeHb Marno. TecTupoBaHue 1 MOUCK YA3BUMOCTEN B HUX NMPOUCXOOUT He Tak
MHTEeHcKBHO, kak ans MK, To e camoe KacaeTcs i MOBUITbHBIX NMPUIOXEHWIA.

COBpeMeHHbIe MOOUIbHbIE 6paysepbl yXe npakTtn4eckn oorHanum HacTtoJibHble aHarnoru, ogHako
pacLinpeHune (*)yHKLI,I/IOHaJ'Ia BneYeT 3a cobon 60ﬂbLIJyPO CIOXXHOCTb U MEHbLUYH 3alULLEHHOCTb.

[aneko He BCe NPOM3BOANTENN BbIMyCKaOT OOHOBMNEHNS, 3aKpbIBaOLLME KPUTUYECKME YA3BUMOCTU ANs
CBOUX YCTPOWCTB.



OcHoBHble coBeTbl Ans 6e3onacHOCT MoBUnNbHOro TenedoHa:

Huuero He aBnseTtca no-HacToswemy 6ecnnatHbiM. Byab octopoxeH, Beab koraa tebe npeanarator
BecnnarHbIii KOHTEHT, B HEM MOTYT BbITb CKPbITbI KAKMe-TO MaTHbIe YCnyru;

Oyman, npexage yem otnpasutb SMS, poTo nnu Bugeo. Tol TOYHO 3HAELLb, FAe OHW ByAyT B KOHEYHOM
utore?

Heob6xoammo oGHOBNATL ONepaLyoHHY0 CUCTEMY TBOErO cMapTdoHa;
Mcnonb3yit aHTUBMPYCHbIE NporpamMmMbl Anst MOBUIbHbLIX TeNedoHOB;

He 3arpyxarn npunoxeHuns 0T HEM3BECTHOIO UCTOYHMKA, B€Ab OHN MOTYT COAEpPXaTb BPeAOHOCHOE
nporpaMmHoe obecneyeHune;

lMocne Toro Kak Tbl BblMAELb C calTa, rae BBOAUN NUYHYO nHOpMaLMIo, 3anan B HacTporku 6paysepa
W yoanm cookies;

Mepuoanyeckn NpoBepsii, kKakue NnaTHbIe YCryri akTMBMPOBaHbl HA TBOEM HOMEPE;

[aBait cBoW HoOMep MOBUNbHOrO TenedoHa TONbKO NOAAM, KOTOPbIX Thl 3HAELLb Y KOMY AOBEpSielLb;
Bluetooth fgomkeH GbITb BbIKMOYEH, KOrAa Tbl MM He Nonb3yellbesi. He 3abbiBalt nHoraa npoBepsiTe 3TO.
Online urpsbl

CoBpeMeHHbIe OHMalH-Urpbl — 3TO KPaCOYHbIe, 3axXBaTbiBalOLMe pa3BrevYeHns, 06 beaANHSALLME COTHU
ThICSY YeroBeK No BCeMy Mupy. Arpoku nccreaytoT AaHHbIA UM MUp, 00LLaloTCs ApYr C APYrom,
BbIMOSHSAIOT 3a4aHKs, CpaXkatTcsl C MOHCTPaMKM U MOSyYatoT onbIT. 3a yA0BONbCTBME OHU NNATAT:
MoKynatoT AUCK, OnfavymMBatoT aboHEeMEeHT Unu NprobpeTaroT Kakue-To Onuun.

Bce aTv cpeacTBa MayT Ha noanepXKaHvie 1 pasBUTUe Urpbl, a Takke Ha caMy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCS CUCTEMbI aBTOPU3aLIMi, BbIMYCKaOTCA HOBbIE MaTyu (LMOPOoBbLIE 3annaTku s
nporpaMm), 3aKpbIBaOTCS YS3BUMOCTY CEPBEPOB.

B nogobHbIx nrpax CtTouT onacaTtbCA HE CTOJIbKO CBOMX COMEPHUKOB, CKOJTIbKO KpaXXyu TBOEro naposid, Ha
KOTOPOM OCHOBaHa cuctema aBTopu3aumnm OonbLlUMHCTBA nrp.

OcCHOBHble coBeTbl M0 6e30nacHOCTN TBOEro MrpoBOro akKkayHTa:

1. Ecrnn }:\pyr0|7| UrpoK Beget cebs nnoxo unu cosgaet Tebe HEMNPUATHOCTH, 3a6n0|<l/|pyl7| €ro B cnmcke
UIrPOKOB;

2. MNoxanyncsa agMnMHUCTpaTOpam Urpbl Ha Noxoe NoBeAEeHNE 3TOr0 Urpoka, XenatenbHO NPUNoXuTb
Kakve-To JokasaTenbCcTBa B BUAE CKPUHOB,;

3. He ykasbiBan nuyHyto nHdopmaumio B npodanne urpbl;
4. YBaxain Opyrux y4acTHUKOB MO Urpe;

5. He yctaHaBnuBamn HeourLmanbHble naTym U Moabl;

6. Vicnonb3yi cnoxHble 1 pasHblie Naponu;

7. [axe BO BpemMs Urpbl He CTOUT OTKMYaTh aHTUBMPYC. [oka Tbl rpaellb, TBOM KOMMNbLIOTEP MOryT
3apasunTb.

PUWNHT nnun KpaXxa JINYHbIX OaHHbIX

O6bIYHOM Kpaxkel AeHer U JOKYMEHTOB CErofHs Y»Ke HUKOro He YAMBWLLb, HO C Pa3BUTUEM UHTEPHET-
TEXHOIOMMI 3M0YMbILLTNIEHHUKN NEPEMECTUINCL B MHTEPHET, Y NPOAOSIKAOT 3aHMMATLCA «ITHBMMbIM»
[eroM.

Tak nosiBunack HoBasi yrpo3a: UHTEPHET-MOLLEHHNYECTBA UNW (OULLIMHT, FNaBHas Lerb KOTOPOro COCTOUT
B NOMyYeHUn KOHMAEHUMaNbHbIX AaHHbIX NOfb30BaTenen — forMHOB 1 Napornen. Ha aHrnuickom
a3blke phishing yntaeTtcs kak dpumwumHr (oT fishing — pbibHas noens, password — naporeb).

OcHOBHble COBEThI N0 6opbbe ¢ PULLMHIOM:

1. Cneau 3a cBOMM akkayHTOM. Ecnv Tbl nogo3peBaellb, YTo TBOsi aHkeTa Oblna B3fomaHa, To
HeobxoaMMOo 3abrIoKMpoOBaTh €€ 1 COOOLLMTL aaMUHUCTPATOPaM pecypca 06 3TOM Kak MOXHO CKOpee;

2. Vicnonb3yin 6e3onacHble BeO-calTbl, B TOM YMCIE, MHTEPHET-MarasnHoB M NMOUCKOBLIX CUCTEM;



3. Vicnonb3yii CroXHble 1 pasHble naponu. Takum o6pasom, ecrnv Tebs B3rIoMatoT, TO 3M10YMbILLITEHHUKN
nonyyaT AOCTYM TOMbKO K OQHOMY TBOEMY MPOU0 B CETU, a@ HE KO BCEM;

4. Ecnu Teba B3nomanu, To Heob6xo4MMO npeaynpeanTb BCEX CBOUX 3HAKOMbIX, KOTOpble oOaBneHbl y
Tebs B Apy3bsiX, O TOM, YTO Tebsi B3nomanu u, BO3MOXHO, OT TBOEro MMeHu ByaeT paccbinaTbCsa cnam u
CCbINKM Ha DULLIMHTOBbIE CalThI;

5. YctaHoBu HagexHbi naporb (PIN) Ha MobunbHbIi TenedoH;
6. OTknoum coxpaHeHne napons B bpaysepe;

7. He oTkpbIBan hannbl 1 gpyrne BroXeHus B NMCbMax, axe eCrv OHW NPULLIAN OT TBOUX APYy3eNn.
Jlydwe yTouHM y HMX, OTNpaBnsanm v oHn Tebe atn dannbl.

UundpoBas penyraumsn

LincbpoBas penyraumsa — 3TO HeraTMBHasi My NO3NTUBHaA MHopMaLms B ceTun o Tebe.
KomnpomeTupytoLlas nHcopmauus, pasMmeLLeHHas B MHTEPHETE, MOXET Cepbe3HbIM 06pa3om
OTpasnTbCs Ha TBOEW peanbHOM Xu3HU. «Lindposaga penytaumsa» — 3T0 TBOM UMUAXK, KOTOPbIV
dopmMmupyeTcs 13 nHpopmaumm o Tede B MHTEpPHETE.

TBOE MecCTO xuTenbcTBa, y4ebbl, TBOE (PMHAHCOBOE NOMOXEHUE, OCOBEHHOCTM XapakTepa 1 pacckasbl O
ONM3KMX — BCE 9TO HaKannMBaeTCcs B CETH.

MHorve nogpoCTKM NerkoMbICIIEHHO OTHOCHATCS K NyGnvKaumMm nu4Hon nigopmauum B ViHTepHeTe, He
NOHVMasa BO3MOXHbIX NMOCMEACTBMN. Thl AaXe HE CMOXELUb AoragatbCsi 0 TOM, 4To hoTorpadums,
pasmelleHHasa 5 neT Hasag, ctana NpuMYnHOM OTKasa NpuHATbE Teba Ha paboTy.

KommeHTapwuwn, pasmelleHvne TBomx dpotorpadui 1 opyrne A4encTBms MOTyT HE UCHE3HYTb Aaxe nocre
TOro, KaK Tbl MX yAanuub. Tbl HE 3Haellb, KTO COXpaHur 3Ty MHopmauuio, nonarna nv oHa B NOUCKOBbIE
CUCTEMbI Y COXpaHUMNach N OHa, a rMaBHOE: YTO MOAYMAlOT O Tebe OKpyXKatoLme Noan, KoTopble HangyT
W yBUAAT 3T0. HanTn nHdopmaumio MHOrO feT CNyCcTs CMOXET Nobor — Kak n3 4obpbix nobyxaeHun,
Tak U C HaMepeHNeM NPUYMHUTL Bpes. ATO MOXET ObITb KTO YrOAHO.

OcHoBHble COBETbI MO 3aLLmTe LMdPOBON penyTaumm:
1. Moagymai, npexae Yem 4To-TO Ny6nMKoBaTh U NnepedaBaTb y cebsi B 6riore unv B coumanbHON ceTw;

2. B HacTpolikax Npogunst yCTaHOBM OrpaHnYeHns Ha NPOCMOTP TBOEro Npoduns 1 ero CoaepXKUMoro,
caenan ero TOMbKO «Ans Apy3ei»;

3. He pasmeLyan n He ykasbiBan MHGOPMALMIO, KOTOpasi MOXET KOro-nmbo ockopbnaTe unm obmxathb.
ABTOpCKOE NpaBo

CoBpeMeHHbIe LLKOMNbHUKM — aKTUBHbIE NOMb30BaTeNM LMgpoBoro npoctpaHcTea. OgHako ganeko He
BCE 3HAIOT, YTO NOJSIb30BAaHNE MHOTMMU BO3MOXHOCTSIMU LIMGPOBOro Mupa TpebyeT cobniogeHns npas Ha
WHTENNEKTYyarnbHYyt COOGCTBEHHOCTb.

TepMuH «MHTennekTyansHas cobCTBEHHOCTb» OTHOCUTCS K Pa3nnyHbIM TBOPEHUSIM YENOBEYECKOTO yMa,
Ha4yMHasi C HOBbIX M306PETEeHMIN U 3HaKoB, 0603HaYatLLMX COBCTBEHHOCTb Ha NPOAYKThI U YCIYru, U
3aKkaH4yMBas KHuramu, potorpadpmsaMm, KUHOUNIbMaMK U My3blkaribHbIMU NPOV3BEAEHUSIMM.

ABTOpCKME NpaBa — 3TO NpaBa Ha UHTEMNEKTyarnbHY0 COBCTBEHHOCTL Ha NMPOU3BEAEHNS HAYKK,
nuTepaTypbl U UcKyccTBa. ABTOPCKUE MpaBa BLICTYMNaloT B KAYECTBE rapaHTum TOro, YTo
VHTENNEKTYyanbHbIN/TBOPYECKUIA TPy aBTopa He GyAeT HampacHbIM, 4acT eMy CripaBeAnuBLIE
BO3MOXHOCTU 3apaboTaTh Ha pe3ynbTaTtax CBOero Tpyaa, Nofy4ynuTb U3BECTHOCTb M Npu3HaHue. HukTo
6e3 paspelleHnsi aBTopa He MOXXET BOCTPOM3BOAMTL €ro NpousBeeHve, pacnpocTpaHsTb, MyGINYHO
[AEMOHCTPUPOBaThb, NPoAaBaTh, MMNOPTUPOBATh, MyckaTb B NMPoKaT, NyGIIMYHO UCTIONHATb,
nokasblBaTb/UCNONHATL B adpUpe Unmn pasmellats B MIHTepHeTe.

Vcnonb3oBaHue «nmpaTcKkoro» nporpamMmmHoro obecneyeHns MoxeT npmBecTn K MHOTMM pUCKam: OT
noTepu AaHHbIX K TBOUM akkayHTamM 0 6J'IOKI/IpOBKVI TBOEro yCTpOVICTBa, rae yctaHoBrieHa HeneranbHada
nporpamma. He ctouT Takke 3abbiBaTh, YTO CYyLLeCTBYHOT NerarnbHble U OecnnaTHble nporpamMmmbil,
KOTOPble MOXHO HanTN B CETWU.

O noprtane

CeTeBI/I‘-IOK.p(b — TBOWV FMaBHbIA COBETYMK B CETU. 34ECb Thl MOXeELUb Yy3HaTb O ©es3onacHoCTU B ceTn
NOHATHbIM U OOCTYMNMHbLIM A3bIKOM, a NP BO3HUKHOBEHUN KpMTMHeCKOVI cuTyauum 06paTVITbCﬂ 3a CoBeTOM.
A Takke NPUHATL y4acCTue B KOHKypCax U CTaTb CaMblM LlM(prBbIM rpaxgaHnHom!






